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                        What is vulnerability assessment

A vulnerability assessment is a systematic review of security weaknesses in an information system. It evaluates if the system is susceptible to any known vulnerabilities, assigns severity levels to those vulnerabilities, and recommends remediation or mitigation, if and whenever needed.

Examples of threats that can be prevented by vulnerability assessment include:

	SQL injection, XSS and other code injection attacks.
	Escalation of privileges due to faulty authentication mechanisms.
	Insecure defaults – software that ships with insecure settings, such as a guessable admin passwords.


There are several types of vulnerability assessments. These include:

	Host assessment – The assessment of critical servers, which may be vulnerable to attacks if not adequately tested or not generated from a tested machine image.
	Network and wireless assessment – The assessment of policies and practices to prevent unauthorized access to private or public networks and network-accessible resources.
	Database assessment – The assessment of databases or big data systems for vulnerabilities and misconfigurations, identifying rogue databases or insecure dev/test environments, and classifying sensitive data across an organization’s infrastructure.
	Application scans – The identifying of security vulnerabilities in web applications and their source code by automated scans on the front-end or static/dynamic analysis of source code.


This is part of an extensive series of guides about [data security]

Vulnerability assessment: Security scanning process

The security scanning process consists of four steps: testing, analysis, assessment and remediation.



1. Vulnerability identification (testing)

The objective of this step is to draft a comprehensive list of an application’s vulnerabilities. Security analysts test the security health of applications, servers or other systems by scanning them with automated tools, or testing and evaluating them manually. Analysts also rely on vulnerability databases, vendor vulnerability announcements, asset management systems and threat intelligence feeds to identify security weaknesses.

2. Vulnerability analysis

The objective of this step is to identify the source and root cause of the vulnerabilities identified in step one.

It involves the identification of system components responsible for each vulnerability, and the root cause of the vulnerability. For example, the root cause of a vulnerability could be an old version of an open source library. This provides a clear path for remediation – upgrading the library.

3. Risk assessment

The objective of this step is the prioritizing of vulnerabilities. It involves security analysts assigning a rank or severity score to each vulnerability, based on such factors as:

	Which systems are affected.
	What data is at risk.
	Which business functions are at risk.
	Ease of attack or compromise.
	Severity of an attack.
	Potential damage as a result of the vulnerability.


4. Remediation

The objective of this step is the closing of security gaps. It’s typically a joint effort by security staff, development and operations teams, who determine the most effective path for remediation or mitigation of each vulnerability.

Specific remediation steps might include:

	Introduction of new security procedures, measures or tools.
	The updating of operational or configuration changes.
	Development and implementation of a vulnerability patch.


Vulnerability assessment cannot be a one-off activity. To be effective, organizations must operationalize this process and repeat it at regular intervals. It is also critical to foster cooperation between security, operation and development teams – a process known as DevSecOps.
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Vulnerability assessment tools

Vulnerability assessment tools are designed to automatically scan for new and existing threats that can target your application. Types of tools include:

	Web application scanners that test for and simulate known attack patterns.
	Protocol scanners that search for vulnerable protocols, ports and network services.
	Network scanners that help visualize networks and discover warning signals like stray IP addresses, spoofed packets and suspicious packet generation from a single IP address.


It is a best practice to schedule regular, automated scans of all critical IT systems. The results of these scans should feed into the organization’s ongoing vulnerability assessment process.

Vulnerability assessment and WAF

Imperva’s web application firewall helps protect against application vulnerabilities in several ways:

	As a gateway for all incoming traffic, it can proactively filter out malicious visitors and requests, such as SQL injections and XSS attacks. This eliminates the risk of data exposure to malicious actors.
	It can perform virtual-patching — the auto-applying of a patch for a newly discovered vulnerability at the network edge, giving developers and IT teams the opportunity to safely deploy a new patch on the application without concern.
	Our WAF provides a view of security events. Attack Analytics helps contextualize attacks and expose overarching threats, (e.g., showing thousands of seemingly unrelated attacks as part of one big attack campaign).
	Our WAF integrates with all leading SIEM platforms to provide you with a clear view of the threats you’re facing and help you prepare for new attacks.


See Additional Guides on Key Data Security Topics

Together with our content partners, we have authored in-depth guides on several other topics that can also be useful as you explore the world of data security.

EDR

Authored by Cynet

	EDR Security: Protecting the Network From Endpoint Threats
	EPP vs. EDR: What Matters More, Prevention or Response?
	Endpoint Detection and Response (EDR) in Healthcare


Incident Response

Authored by Cynet

	What Is Incident Response? Strategy, Process, Templates & More
	What Is a SOC? 10 Core Functions and 6 Key Challenges
	Security Stack Examples & 6 Best Practices for Building Your Stack


See how Imperva Web Application Firewall can help you with vulnerability assessment.


                                                    Request demo
                                                    Learn more
                                                


Object Storage

Authored by Cloudian

	What is Object Storage: Definition, How It Works and Use Cases
	Object Storage vs. File Storage: What’s the Difference? 
	Object Storage vs. Block Storage: Head to Head
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Protect Against Business Logic Abuse

Identify key capabilities to prevent attacks targeting your business logic

Download Now
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The 10th Annual Bad Bot Report

The evolution of malicious automation over the last decade

Download Now
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The State of Security Within eCommerce in 2022

Learn how automated threats and API attacks on retailers are increasing

Free Report
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Prevoty is now part of the Imperva Runtime Protection


	Protection against zero-day attacks

	No tuning, highly-accurate out-of-the-box

	Effective against OWASP top 10 vulnerabilities





Learn more here
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Want to see Imperva in action?
Fill out the form and our experts will be in touch shortly to book your personal demo.
 

                

                
                    
                    

                

            
Thank you!



An Imperva security specialist will contact you shortly.
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“Imperva prevented 10,000 attacks in the first 4 hours of Black Friday weekend with no latency to our online customers.”
Top 3 US Retailer







                                
                            

                        

                    

                

                


